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1.	About these Terms
1.1	In these Terms, a reference to:
(a)	Eligible Data Breach has the same meaning as in the Privacy Act.
(b)	Harmful Code means any software intentionally designed to (i) disrupt, disable, harm, or impede operation, or (ii) impair operation based on the lapse of time, including, but not limited to viruses, worms, time bombs, time locks, drop-dead devices, access codes, security keys, back doors, or trap door devices.
(c)	NDIA is a reference to the National Disability Insurance Agency being a body corporate established under section 117 of the NDIS Act and who delivers the National Disability Insurance Scheme.
(d)	NDIS Act is a reference to the National Disability Insurance Scheme Act 2013 (Cth).
(e)	Participating Agencies is a reference to linked government agencies websites which contain site pages and interactive content not managed by the NDIA.  
(f)	Personal Information has the same meaning as in the Privacy Act.
(g)	Portal is a reference to the National Disability Insurance Agency's myNDIS Provider Portal.
(h)	Privacy Act is a reference to the Privacy Act 1988 (Cth).
(i)	Protected Agency Information has the same meaning as in the NDIS Act.
(j)	Terms means these Terms and conditions as amended from time to time in accordance with clause 1.3.
(k)	You or Your or I is a reference to the user agreeing to these Terms.
1.2	These Terms set out the basis on which You undertake to access the Portal.  You acknowledge and agree that if the NDIA provides You with access to the Portal in accordance with these Terms, that access is given to You in consideration of Your agreement to these Terms.
1.3	The NDIA may amend these Terms with 3 days' notice to You. If You access or use the Portal after this time, You will be taken to agree to the amended Terms.
2.	Grant of access
2.1	These Terms govern your access to and use of the Portal.
2.2	The NDIA may grant You  access subject to conditions that You must comply with that are in addition to the conditions set out in these Terms. 
2.3	By accessing the Portal, You represent and warrant to the NDIA that:
(a)	You are registered to access the Portal
(b)	You have read, understood and agree to comply with these Terms; and 
(c)	any information You have provided to the NDIA was and remains true, complete and accurate.
2.4	The NDIA will not charge a fee for You to access the Portal.
The NDIA may monitor and collect information about all actual or attempted access to, and activity within, the Portal.
3.	Use of the Portal
3.1	You must not use the Portal for any activity which:
(a)	constitutes a breach of any law;
(b)	is likely to cause loss or damage to any person or the NDIA's systems; or
(c)	results in the transmission of false, misleading, defamatory or otherwise objectionable material.
3.2	You must take reasonable steps to ensure that no person other than You accesses the Portal with Your credentials and that You do not use the  Portal for any purpose contrary to these Terms.
3.3	The NDIA may provide resources for You on its website in relation to the Portal. You acknowledge that the NDIA:
(a)	is not responsible for any loss or damage caused by reliance on or use of those resources; and
(b)	does not provide any other technical assistance for use of the Portal.
3.4	The NDIA may, from time-to-time, monitor and review the information on the Portal for the purposes of ensuring that the Portal is working as it should, to investigate complaints or possible misuse of the Portal.  You must not:
(a)	access the Portal outside Australia; or
(b)	transfer, store or access any of the data accessed by using the Portal outside Australia; 
unless the NDIA gives its prior written approval (noting that the NDIA is not under any obligation to give approval). You must comply with any directions given by the NDIA when providing any such approval.
4.	Security
4.1	The development of this Portal is coordinated by the NDIA, however, some interactions with this Portal occur on systems under the control of other Participating Agencies. The NDIA is responsible for:
(a)	the security of information while it is collected by, stored on, or passing through our systems; and
(b)	the security of the links from our systems to systems under the control of Participating Agencies.
4.2	Participating Agencies are responsible for the security of information while it is collected by, stored on, or passing through systems within their control.
4.3	The NDIA strives to protect information You provide on this Portal. The NDIA will use all reasonable endeavours to ensure that this Portal and Your information are not compromised. However, the NDIA cannot guarantee that no Harmful Code will enter the Portal.
4.4	Access and use of this Portal is at Your own risk.
4.5	Where connection to a system or website outside our control compromises the objectives of this Portal, the NDIA may sever links to that website or system.
5.	Privacy and Protected Agency Information
5.1	The Portal allows access to information that is Personal Information and Protected Agency Information.
5.2	You  acknowledge, prior to accessing information from the NDIA via the Portal, that the unauthorised recording, use or disclosure, solicitation of disclosure, or offering to supply, Protected Agency Information is a criminal offence under the NDIS Act.
5.3	You must not do any act or engage in any practice in relation to Protected Agency Information that is a breach of, or an offence under, the NDIS Act.
5.4	You must not obtain, record, disclose, supply, use or otherwise deal with Protected Agency Information in any way, except where permitted by the NDIS Act.
5.5	You must notify the NDIA if  You  become aware that a disclosure of Protected Agency Information may be required by law. You must only disclose such information where permitted by the NDIS Act, including section 67G of the NDIS Act.
5.6	You must take all reasonable measures to ensure that:
(a)	You only access Protected Agency Information and Personal Information you are authorised to access; and Protected Agency Information and Personal Information is protected against misuse, interference, loss, unauthorised access, modification and disclosure.
5.7	You must immediately notify the NDIA in writing to provider.support@ndis.gov.au about and comply with any reasonable direction from, the NDIA of:
(a)	any loss or unauthorised use, modification or disclosure of Protected Agency Information or Personal Information, as soon as You  become aware of such event; or
(b)	any investigation into a breach of, or offence under, the NDIS Act in relation to Protected Agency Information.
5.8	You must destroy or permanently de-identify  any Protected Agency Information and Personal Information as soon as practicable after it is no longer required for the purpose for which it was originally collected by You.
5.9	You must immediately notify, and comply with any reasonable direction from, the NDIA in connection with the use of the Portal if You become aware of a breach or possible breach of obligations under the Privacy Act or NDIS Act by You or any other person.
6.	Continuity of access
6.1	The NDIA provides You with access to the Portal on an "as is" and "as available" basis. The NDIA does not warrant that access to the Portal by You will be continuous or fault free. However, the NDIA will use reasonable endeavours to provide a consistent level of service.
6.2	You must promptly report to the NDIA via provider.support@ndis.gov.au:
(a)	any loss of, or fault in, Your access to the Portal (unless the NDIA has issued a notification of a current Portal outage) to the NDIA; and
(b)	any event which has compromised or may have comprised the security or integrity of the Portal or the NDIA's servers, systems or networks, or any of the NDIA's data.
6.3	If You become aware of a suspected or actual data breach (including, but not limited to, an Eligible Data Breach) to Your employer’s systems or the Portal, You must:
(a)	notify the NDIA within 72 hours of becoming aware of the suspected or actual data breach;
(b)	take all reasonable action to mitigate the risk of the suspected or actual data breach causing serious harm to individuals;
(c)	take all other action necessary to comply with applicable laws, including the requirements of the Privacy Act where applicable; and
(d)	take any other action as reasonably directed by the NDIA; 
6.4	You must provide all assistance reasonably requested by the NDIA to respond to and protect against a risk to the security or integrity of any of the NDIA's servers, systems, networks or data.  The NDIA may investigate any data breach or cyber incident and may report any data breach or cyber incident to the Australian Cyber Security Centre and/or the Office of the Australian Information Commissioner.
6.5	The NDIA may immediately suspend Your access to the Portal  in accordance with clause 9.1 of these Terms if the NDIA believes that suspension is necessary to prevent or lessen a risk to the security or integrity of any of the NDIA's systems.
6.6	The NDIA may modify or alter the Portal at any time without notice. However, the NDIA will endeavour to provide reasonable notice to You to enable You to test against the modified or altered Portal.
7.	Intellectual property
7.1	The NDIA grants You a revocable, non-transferable, non-exclusive licence to use the Portal for the duration of Your access to the Portal. You do not acquire ownership of any rights in the Portal or any of the data accessed by using the Portal.
7.2	By accessing the Portal, You grant the NDIA a revocable, non-exclusive licence to collect, use and disclose the information You provide through the Portal for:
(a)	the purposes of facilitating access to the Portal; and
(b)	any other use which is permitted by law.
7.3	If You revoke the licence referred to in clause 7.2, the parties acknowledge and agree that the Terms will, by mutual agreement, be immediately terminated.
8.	Liability and indemnity
8.1	You acknowledge that, to the extent permitted by law, the NDIA is not liable to You  for any loss or damage (however described) that is directly or indirectly related to:
(a)	accessing or using the Portal; or
(b)	the unavailability of the Portal.
8.2	You agree to indemnify the NDIA for any claim, loss or damage (however described) suffered by a third party arising from or related to:
(a)	any breach by You of intellectual property rights;
(b)	any breach by You of these Terms; or
(c)	any act by You which constitutes a breach of privacy or privacy laws, including the Privacy Act or the NDIS Act;
where the claim, loss or damage is caused by Your negligent or wilful breach of Your obligations under these Terms. 
9.	Suspension of access
9.1	The NDIA may suspend Your access to the Portal at any time due to a data breach, disruption of services or for any other reason, at its sole discretion until a full investigation is completed by the NDIA and the NDIA is satisfied that the reasons giving rise to the suspension have been remedied to the NDIA’s satisfaction.
9.2	You must cooperate with any investigation by the NDIA and provide any information requested by the NDIA in relation to the investigation. The NDIA is not required to provide reasons for a decision to suspend access to the Portal in accordance with clause 9.1. The NDIA is not responsible for any loss caused by its suspension of access to the Portal in accordance with clause 9.1.
10.	Governing law
10.1	These Terms are governed by the law in force in Victoria, Australia.
10.2	You agree to submit to the non-exclusive jurisdiction of the courts of Victoria, Australia in respect of any dispute under these Terms.
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